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Today's world is saturated with invisible signals. Every device we
carry and every system we use emits patterns across the radio
frequency spectrum. This research examines the distinct
electromagnetic signatures that individuals and their technologies
continuously broadcast, forming digital fingerprints that can be
measured, analyzed, and potentially identified.

SpectralDNA investigates whether an individual can be reliably
distinguished using only the ambient radio frequency emissions produced
by the devices they carry and use. We perform passive, non intrusive
captures with software defined radio and extract observable features.
These features include protocol fields exposed in broadcast or discovery
traffic as well as signal and timing characteristics that persist across short
capture windows. We then fuse the heterogeneous observations into a
single composite profile per subject and evaluate how consistently that
profile can be re linked across sessions and environments, even when
some protocols employ rotation or randomization.

Our findings reveal that the combination of signals emitted by a single
person's ecosystem of devices constitutes a multi-layered identifier
effectively forming a unique "Spectral DNA".
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Methodologies

Using a HackRF One software-defined radio, we performed passive
captures across nine distinct frequency bands ranging from 315 MHz
to 6 GHz. Each capture was processed to extract identifiable data
points such as MAC addresses, device IDs, advertising payloads, and
rolling codes. By cataloging these emissions across bands, we
constructed composite RF profiles to evaluate how effectively
\individuals can be fingerprinted through their everyday device activity. ,

Our research reveals a spectrum of anonymization across RF bands.
Wi-Fi and BLE show the strongest privacy mitigations through MAC
address randomization and rotating advertisements. Cellular
protocols offer limited protections via temporary identifiers, but
frequency-band analysis still enables reliable fingerprinting. Most
concerning, ANT/ANT+, GPS/GNSS, TPMS, and key fob/RKE signals
have no meaningful anonymization, broadcasting static, identifiable
data in the clear. The combination of these signals generally creates
a multi-layered fingerprint that is highly unique to each individual
regardless of occasional protections, allowing for easy identification
Kand persistent tracking within a short period of time.
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